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The role of big data and Al for Brazil's national security

and defense

El papel del big data y la inteligencia artificial en la seguridad y en la defensa

nacional

Abstract: This study analyzes the strategic integration of big data
and artificial intelligence (AI) as drivers for the modernization of
Brazil’s national defense. It aims to find how the transition to a
data-driven defense model can reduce operational asymmetries and
enhance Brazilian technological sovereignty. The methodology
included a scoping review and documentary analysis, contrasting the
international state-of-the-art (doctrines such as Mosaic Warfare and
the accelerated OODA loop) with the Brazilian institutional reality
(SISFRON, CDCiber, and ENIA). The results show that, although
Brazil possesses robust sensing initiatives, a functional gap persists,
consisting of information silos between the Armed Forces and a
dependence on foreign “black-box” algorithms. Overcoming these
limitations requires a transition toward joint all-domain command
and control architectures and the promotion of national technologies.
This study proposes a strategic roadmap based on explainable Al and
edge computing that aims to ensure decision superiority and State
decision-making autonomy in data-centric warfare scenarios.

Keywords: Big data; Artificial intelligence; National defense;
Cybersecurity; Predictive intelligence.

Resumen: Este articulo analizala integracién estratégica del big data
y la inteligencia artificial (IA) como vectores para la modernizacién
de la defensa nacional. El objetivo es identificar cémo la transicién
a la defensa basada en datos (data-driven defense) puede reducir
las asimetrfas operativas y elevar la soberania tecnoldgica brasilefia.
Se utilizé6 como metodologfa una revisién de alcance (scoping
review) y un anélisis documental con el fin de confrontar el estado
del arte internacional, centrdndose en doctrinas como mosaic
warfarey el ciclo OODA acelerado, con la realidad institucional
brasilefia (Sisfron, CDCliber y Enia). Los resultados demuestran
que, aunque Brasil tiene sélidas iniciativas de deteccidn, todavia
persiste una brecha funcional caracterizada por silos informativos
entre las fuerzas y la dependencia de algoritmos extranjeros (“cajas
negras”). Se concluye que la superacién de estas barreras requiere la
transicion a arquitecturas unificadas de mando y control (JADC2)
y la promocién de tecnologfas autéctonas. El estudio propone un
roadmap estratégico basado en IA explicable (XAI) y edge computing
para garantizar la superioridad en la decisién y la autonomia de la
toma de decisiones del Estado en escenarios de guerra centrada en
datos (data-centric warfare).

Palabras clave: Big data; Inteligencia artificial; Defensa nacional;
Ciberseguridad; Inteligencia predictiva.
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THE ROLE OF BIG DATA AND Al FOR BRAZIL'S NATIONAL SECURITY AND DEFENSE

1. INTRODUCTION

Digitalization has significantly impacted defense and national security strategies, modi-
fying conventional surveillance, safeguarding, and decision-making paradigms. The exponential
increase in data from sensors, satellites, mobile devices, and cyber intelligence results in a highly
complex informational ecosystem—often defined as big data' (Kitchin, 2021). In this scenario,
artificial intelligence (AI)—particularly via machine learning algorithms and predictive analysis—
acts as a central element in the conversion of massive data into strategic intelligence, finding pat-
terns and the anticipating threats with great accuracy (Scharre, 2023).

In contemporary conflicts characterized by hybrid wars and transnational threats,
the speed of information processing directly influences the response capacity and resilience of
states (Scharre, 2023). Nations such as the United States, Israel, and members of the North
Atlantic Treaty Organization (NATO) have consolidated integrated data architectures that can
sustain surveillance systems and automated decision support in highly complex environments
(NATO, 2021).

However, Brazil incorporates these technologies in a fragmented way, reflecting struc-
tural limitations beyond mere technological availability (Andrade; Lima, 2021). Although its
territorial extension and border complexity impose severe operational demands, its challenges
mainly stem from the absence of an integrated strategy that articulates infrastructure, data
governance, and analytical capabilities (Araujo; Mendes, 2025). Obstacles related to exter-
nal technological dependence, low digital sovereignty maturity, and scarce specialized human
resources persist, factors that limit the internalization of Al in critical systems (Bonanno,
2025).

Thus, the central problem lies in its difficulty of structuring a robust national defen-
se-applied ecosystem rather than in the adoption of isolated tools (Toni ez a/., 2025). Such
limitation compromises Brazil’s strategic autonomy and capacity to respond to crises. Thus,
this study posits the following guiding question: How can the integration of big data and Al
enhance Brazil’s strategic national defense capabilities in threat prediction, cybersecurity, and
decision-making support?

This study aims to analyze the role of big data and Al in strengthening national defense,
especially regarding strategic applications and implementation challenges in Brazil. In addition to
its descriptive analysis, this study hypothesized that Brazil faces a structural (rather than a strictly
technological) obstacle to the consolidation of these capacities. It argues that the absence of an
integrated architecture, weak interinstitutional governance, and external dependence compromise
the conversion of data into operational intelligence. Thus, the problem Brazil faces involves syste-
mic coordination and institutional maturity.

1 Big data: an ecosystem of computational infrastructure and advanced algorithms (such as distributed processing and machine learning)
designed to capture, store, and analyze high-scale data that are too large for traditional relational database management systems.
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This qualitative and exploratory study based itself on a structured bibliographic and
documentary review that focused on the Brazilian scenario in relation to international ben-
chmarks® (Sousa, 2024). Its analysis seeks to contribute to the debate on the modernization of
defense by proposing the integration between data infrastructure and intelligent systems as a
structuring axis of its contemporary strategic capacity.

The main contribution of this study lies in its proposition of an analytical fra-
mework that interprets the adoption of big data and Al in Brazil’s national defense as
a problem of systemic coordination and institutional maturity rather than merely as a
technological limitation.

Figure 1 illustrates this systemic flow, evincing the integration of multimodal
sources—such as satellites, remotely piloted aircraft, terrestrial sensors, and digital networks—
and their subsequent assimilation by predictive algorithms. This chain enables the early
detection of hostilities and the dynamic adaptation of operational responses under friction
and uncertainty.

Figure 1 — Flow of big data and artificial intelligence in national defense

Source: Prepared by the author.

2 Benchmarks: those used for systematic comparisons. In science, it serves as a normative basis for evaluating the performance, effective-
ness, or quality of processes, systems, or results in relation to the best practices in the literature or in the market.
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As in the flowchart above, predictive analyses in defense rely on the synergistic articu-
lation between data infrastructure, computing capacity, and advanced analytical models. Such
integration can support situational awareness in real time, redefining the decision-making logic by
moving from a reactive model toward continuous prediction. This architecture directly contribu-
tes to the strengthening of Brazil’s national sovereignty and the resilience of its critical infrastruc-
tures in the face of multidimensional threats.

2. METHODOLOGY

This qualitative and exploratory study was structured by a scoping review? and docu-
ment analysis (Peterson et al., 2017). Its methodological design was planned to ensure the
reproducibility of its collection and the rigor of its comparative analysis between the internatio-
nal scenario and the Brazilian reality. Its process was divided into three stages, indicated in the
following subtopics.

2.1 Search strategy

Data mining was based on a systematic scan of scientific databases (such as Google
Scholar, Scopus, and IEEE Xplore) and institutional defense repositories— including docu-
ments from NATO, the Defense Advanced Research Projects Agency, and the Brazilian Minis-
try of Defense. Documents published from 2015 to 2025 were chosen based on their thematic
relevance, adherence to the scope of this study, and recurrence in scientific and institutional
databases. Duplicates, non-peer-reviewed documents, or those that lacked a direct relationship
with the object of analysis were excluded from this study. To retrieve the sources, combined

» «

descriptors in Portuguese and English were used, such as “big data,” “inteligéncia artificial,”
“defesa nacional,” and “cybersecurity.” Publications from the last decade were prioritized in the
chosen time frame to capture the acceleration of data-driven technologies and their operational

and sovereign implications.
2.2 Analytical categorization

To avoid subjectivity in the interpretation, the selected content was filtered by three fun-
damental thematic axes:
* Predictive intelligence and situational awareness: monitoring applications and
the reduction of operational uncertainty.
* Cyber resilience and sovereignty: protection of critical infrastructures and tech-
nological autonomy.

3 Scoping review: a synthesis of knowledge that aims to map the main concepts, sources, and evidence in a research area, especially when
the topic is complex or yet to be comprehensively reviewed.
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* Governance and systemic integration: interoperability challenges and long-
-term public policies.

2.3 Comparative analysis

The experiences of countries with a high degree of technological maturity (the United
States, Israel, and NATO members) were used as benchmarks in the analytical-comparative appro-
ach of this research. This comparison of models found the available tools and the structural, ins-
titutional, and governance gaps that condition the implementation of these capabilities in Brazil’s
national defense.

3. DEVELOPMENT

In national defense, big data goes beyond mere bulk storage, referring to the strategic
ability to structure and exploit heterogeneous data flows in high-volatility environments (Nie;
Sun, 2016). The convergence of information from multiple domains—including remote sensing,
autonomous systems, and cyber intelligence—can build an interconnected informational base
(Kitchin, 2021). Data-driven defense redefines strategic superiority as the ability to convert this
massive volume into actionable intelligence in near real-time, reducing uncertainty in dynamic
operational scenarios (Wu ez 4l., 2022).

The contemporary literature emphasizes that transitioning to this model requires more
than incorporating digital technologies; it demands the reconfiguration of organizational structu-
res and governance mechanisms (NATO, 2021). In this context, military effectiveness no longer
solely depends on conventional means, residing in the construction of institutional ecosystems
that can sustain interoperability and interagency coordination (Morgan ez al., 2020). Al acts as
the engine of this transformation, using machine* and deep learning® to automate screening and
predictive analyses (Lecun; Bengio; Hinton, 2015).

The sophistication of deep learning introduced a paradigm shift in imagery intelli-
gence (Zhang; Zhou; Luo, 2022). While traditional statistical algorithms relied on manually
predefined parameters to find objects, convolutional neural networks® operate by multiple
layers of processing that mimic human vision (Alzubaidi ez /., 2021). This architecture enables
systems to autonomously learn and recognize complex patterns in drone videos and satellite

4 Machine learning: a subfield of Al that develops algorithms and statistical models that can find patterns and make inferences from
data without the need for explicit programming instructions for each task. System performance is improved iteratively as it is exposed
to new datasets.

S Deep learning: subset of the machine learning based on artificial neural networks with multiple hidden processing layers. This architec-
ture enables models to learn data representations with multiple levels of abstraction (in it, each layer transforms the input into a slightly
more abstract and complex representation).

6 Convolutional neural networks: a class of deep learning algorithms designed to process data with a grid topology, such as images.
Their architecture uses a mathematical operation called convolution instead of the conventional matrix multiplication in at least one of
its layers, enabling the automatic extraction of spatial features (edges, textures, and shapes) via learning filters.
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imagery, operating with minimal latency—essential for tracking moving targets in real time
(Kiranyaz et al., 2019).

However, such processing capacity generates what the literature calls the “black
box” effect’, in which the logical path the machine took to reach a conclusion is opaque to
human operators; hence the critical challenge of explainable Al in the theater of operations—
which aims to translate complex mathematical models into intelligible representations (Gun-
ning; Aha, 2019). On the battlefield, command confidence depends on the ability of an
algorithm to provide an interpretable justification for its ratings (Scharre, 2023). In short,
commanders authorizing the use of force requires that they understand the criteria that
led AI to classify an object as a “threat” rather than as a civilian target, mitigating the risks of
catastrophic collateral errors in lethal autonomous weapons systems (Grand-Clément, 2023;
Wille, 2016).

Abroad, the Defense Advanced Research Projects Agency Mosaic Warfare program
exemplifies the use of distributed systems to amplify decision-making agility (Rokvi¢, 2025).
The concept of Mosaic Warfare, although mentioned as an integration of sensors, represents
an evolution in the command and control (Magnuson, 2018). Unlike monolithic and expen-
sive systems, the “mosaic” uses Al to coordinate hundreds of small, inexpensive, disposa-
ble units (swarms of drones, low-cost sensors), creating a resilient and unpredictable defense
system (Scharre, 2023). Such decentralization, supported by a distributed big data architec-
ture, makes adversary war efforts ineffective due to the absence of single center of gravity to be
attacked (Mcgarry; Saturno, 2020).

At the same time, NATO has led the movement for technological institu-
tionalization with its AI strategy (2021), which focuses on ethical standardization
and multi-domain interoperability (Christie; Ertan, 2021). Israel, in turn, stands out
for its integration of proprietary algorithms into surveillance systems, which drasti-
cally reduced response time in counterterrorism operations (Scharre, 2023). In addi-
tion to cyberdefense, these technologies redefine logistics and tactical decision
support, optimizing the use of resources in high-friction environments (Ofili; Ezeadi;
Jegede, 2024).

Figure 2 illustrates the milestones of this global evolution, evincing the transition from
purely reactive systems to proactive intelligence architectures (Kitchin, 2014). The technologi-
cal game-changer included the increase in processing power and the ability to integrate intense
data streams into contested combat environments (Lowrey, 2021). This trajectory shows that
contemporary military superiority resides in kinetic force and in the speed of the decision cycle
(NATO, 2021).

7 Black box: machine or deep learning systems (such as deep neural networks) that produce highly accurate results but the internal pro-
cesses of decision and weighting of variables of which are too complex to be interpreted by humans.
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Figure 2 — International milestones for the adoption of big data and artificial intelligence in defense

Source: Prepared by the author.

As per the evolutionary milestones, the nations that lead the sector—such as the United
States, Isracl, and NATO members—have stopped dealing with big data as a static repository,
transforming it into a dynamic situational awareness asset (NATO, 2021). This shift required the
consolidation of resilient computing infrastructures and, crucially, the formation of human capi-
tal who can operate at the intersection of data science and military tactics (Scharre, 2023).

Table 1 summarizes the main strategies of these powers, comparing the approaches that
consolidated the data and the new center of gravity of global defense.

Table 1 — International defense programs and strategies that use big data and artificial intelligence

Country/
Organization: Project/program Main focus Operational results Ref.
(Year)
United States (Defense
Advanced Research . Al + sensor integra- | Shorter decisionson | (Gunning; Aha,
. Mosaic Warfare .
Projects Agency) tion the field 2019)
(2017)
Israel Intelligent border . Early detection of
(2019) systems Pattern recognition terrorist threats (Strat, 2023)
Cybersecurity and .
NATO Al strategy multi-domain ope- Etblcal standar.d.s and (NATO, 2021)
(2021) rations interoperability

Source: Prepared by the author.
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Currently, the state of the art converges on data-centric warfare®, which measures mili-
tary superiority by kinetic firepower and decision superiority (Amirolshah, 2024). The observe,
orient, decide, act loop is artificially accelerated, enabling defenders to neutralize threats before
they even physically materialize (Priambodo et 4/., 2022). The contemporary challenge lies in pro-
tecting the integrity of this data. Data poisoning attacks aimed at corrupting enemy Al learning
emerge as the new frontier of digital counterintelligence (Schmidt, 2023).

In contrast to the maturity in the global benchmarks, Brazil still faces challenges in
articulating its capacities and continuing investments (Medeiros; Gualberto, 2025). The com-
parative analysis in this study suggests that the national progress depends on the transition from
one-off adoptions to an integrated national strategy compatible with the geopolitical specifici-
ties of Brazil.

3.2 The Brazilian scenario

In Brazil, the incorporation of data-driven technologies into its national defense reflects
an effort at structural modernization, although still marked by fragmented implementation (Soa-
res, 2015). Its Integrated Border Monitoring System (SISFRON) configures the main exponent
of this transition (Andrade; Lima, 2018). Conceived as a strategic sensor and communications
architecture, SISFRON represents Brazil’s greatest challenge in big data: the need to integrate
heterogeneous terrestrial and orbital data flows to generate real-time situational awareness across
16,000 kilometers of border (Andrade, 2025).
In cyberdefense, the activities of the Center for Cyber Defense and the formulation of
the Strategy for Artificial Intelligence signal the acknowledgement of Al as a dual-use technology
(Barboza; Ferneda; Cristévam, 2023). The Army strategic guidelines seek to apply machine lear-
ning to protect critical infrastructures and anticipate hybrid threats (Bonanno, 2025). However,
the maturity of these systems in Brazil is still considered intermediate when compared to the ben-
chmarks (United States and Israel) due to three fundamental gaps (Scharre, 2023):
* Silo fragmentation: the absence of full interoperability between the Navy, Army,
and Air Force databases makes it difficult to create a joint intelligence ecosystem
(Brasil, 2025Db).

* Technological dependence: the predominance of foreign components and algo-
rithms—often operating as “black boxes”—ofters risks to digital sovereignty and
limits the local auditing of decision-making processes (Polido, 2024).

* Budget continuity: the multiannual nature of AI and big data projects collides
with financial contingencies, generating updating gaps that favor technological
obsolescence (Azevedo; Borba; Aratjo, 2021).

8 Data-centric warfare: a contemporary military paradigm that establishes the datum as a central element of operational superiority.
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Thus, the Brazilian scenario shows a robust doctrinal foundation (expressed in its
National Defense Strategy) that still lacks systemic implementation (Dalbosco; Cortinhas, 2024).
Strengthening national capacities depends on the transition to the development of national tech-
nologies’ that can ensure that the decision-making autonomy of the Brazilian State has no depen-
dence on external infrastructures during crises (Brasil, 2024; Gomes, 2024).

Comparing the benchmarks and the Brazilian reality shows a functional gap that goes
beyond technology. While global powers operate under the paradigm of decision-making superio-
rity, Brazil is still consolidating its situational awareness (NATO, 2021). To overcome this barrier,
the documentary analysis in this research suggests that it must evolve from rack systems to integra-
ted data architectures (Scharre, 2023). Table 3 summarizes the main found obstacles and strategic
recommendations for national defense.

4. RESULTS AND DISCUSSIONS

4.1 Strategic applications in Brazil’s national defense

The incorporation of data-driven technologies and Al into national defense represents
a paradigmatic shift in the way multidimensional threats are monitored and neutralized (Cum-
mings, 2017; Stiles; Netessine, 2025). In Brazil (due to its vast territorial extension and geostrategic
complexity), such tools reduce operational asymmetries in scenarios that are difficult to monitor,
such as the Legal and “Blue” Amazons (Figueiredo, 2025).

Although initiatives such as SISFRON (Oliveira; Farias, 2023), the Center for Cyber
Defense (Brasil, 2023), and the National Meeting on Artificial Intelligence (Brasil, 2025a) show
institutional vigor, the data show that they still operate in intermediate stages of integration. The
analysis indicates persistent gaps in interoperability and scalability, which are essential to transi-
tion from passive surveillance to proactive defense.

4.1.1 Border surveillance and sensing
The analysis in this study points out that SISFRON has evolved its ability to “watch”

the border. However, it still has a tentative ability to “anticipate” events (Oliveira; Farias, 2023).
The expansion suggested by this study involves implementing computer vision models' and deep

9 National technologies: the set of knowledge, processes, and tools developed entirely within national borders using its own scientific
and industrial capacities. Defense considers technological autonomy a strategic asset as it reduces dependence on foreign suppliers and
mitigates vulnerabilities related to embargoes, technologies, or restrictions on use from third parties.

10 Computer vision: an interdisciplinary field of AI that develops algorithmic techniques to enable computers and systems to extract
meaningful information, find patterns, and understand the content of digital images, videos, or other visual inputs. Unlike simple image
processing, computer vision secks the semantic interpretation of scenes for automated decision-making.
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learning directly at edge AI'' (Zhou ez al., 2019). Providing drones and ground sensors with auto-
nomous processing capabilities will reduce the overload of command and control centers as they
will only report critical anomalies (Silva, 2024). This is vital for combating transnational crime
due to its extremely small window of opportunity for interception.

4.1.2 Cyber defense and infrastructure resilience

The discussion on cyberdefense shows that the Center for Cyber Defense opera-
tes in a scenario of constant asymmetric warfare (Brasil, 2023). Expanding this capability
requires Al for detecting advanced persistent threats that mimic legitimate user behaviors
(Mohamed, 2024). The documentary analysis above suggests that the protection of Brazilian
government networks depends on the creation of an “intelligent shield” that can correlate events
in milliseconds—an impossible task for human operators without the aid of analytical big data
(Wang; Jones, 2017).

4.2 The dilemma of digital sovereignty and indigenous technologies

A critical point that emerges from this discussion refers to dependency vulnerability
since Brazil runs the risk of algorithmic “black boxes” when using rack solutions from foreign
powers (Gonzalez; Ferreira, 2020). In conflicts, access to these systems or security updates can be
revoked, crippling national defense capabilities. Thus, digital sovereignty constitutes an operatio-
nal necessity rather than a rhetorical concept.

Promoting the Brazilian defense industrial base toward the creation of national algori-
thms configures a strategic way to ensure accountability’® and the explainable AI of military deci-
sions (Gunning; Aha, 2019). Without control of the source code, Brazil will lack full control over
the criteria that lead Al to classify a target or a threat, raising serious ethical and legal implications
under the aegis of the international law of armed conflict (Medeiros; Alvarez, 2026).

4.2.1 “Human-in-the-loop” ethics

The expansion of the ethical discussion is mandatory. This study reinforces that Al in
Brazil’s defense must follow the principle of humans in the decision cycle (Batista ez a/., 2025).
While the machine can process billions of data points to find an attack pattern, the final engage-
ment decision must be human. This mitigates the risk of algorithmic errors from biased datasets'?

11 Edge AI: computational paradigm that directly implements AT algorithms in local devices (sensors, cameras, drones) at the “edge” of a
network.

12 Accountability: the ability to assign responsibility for the results from automated systems. In machine learning black boxes, accounta-
bility requires developers and operators to be able to audit and explain the behavior of a system, ensuring that AI decisions comply with

ethical and legal standards.

13 Datasets: structured sets of related information that serve as the basis to train, validate, and test machine learning algorithms.
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and guarantees legal liability for acts of force (Rojas-Contreras; Orjuela Duarte; Santos Jaimes,
2025).

4.2.2 Summary of policy recommendations

In general, the application of big data and Al in Brazil shows a high potential for the
densification of national defense capabilities. However, the strategic impact of these tech-
nologies follows the capacity for inter-force integration, the budgetary continuity of pro-
jects, and the consolidation of a sovereign data doctrine (Brasil, 2024). Figure 3 spatially
summarizes the main application areas, highlighting strategic regions and the associated
technological vectors.

Figure 3 — Vectors of big data and artificial intelligence in Brazil’s national defense

Legend: Helicopter icons represent aerial surveillance, vessels indicate maritime monitoring, antennas symbolize
communication and radar systems, connected clouds represent data processing in big data and Al environments,
and the central shield indicates the integration of information with a focus on cybersecurity and strategic defense.

Source: Prepared by the author.

More than a descriptive representation, Figure 3 shows the spatial distribution of the
challenges and the capacities necessary for their mitigation.
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The distribution of the visual elements above followed strategic criteria, including (i)
areas of greater territorial extension and monitoring difficulty (such as the Legal Amazon), (ii)
regions with a high incidence of transnational crimes (such as drug trafficking and smuggling in
border areas), (iii) maritime areas of economic and geopolitical interest (especially related to the
exploitation of natural resources), and (iv) critical points of sensitive infrastructure (subject to
cyber and operational risks).

The presence of sensors, aerial platforms, and naval systems in these regions represents
no specific real placements but a conceptual abstraction based on strategic surveillance, risk, and
operational relevance parameters.

The inclusion of helicopters, military vessels, and remote sensors represents the arti-
culation between air, land, and maritime surveillance mechanisms, whereas the central emblem
(adorned with a digital padlock) symbolizes cybersecurity and the concentration of strategic infor-
mation. The interactions between clouds and sensors highlight the uninterrupted flow of data
analyzed by predictive systems, highlighting the ability of these technologies to predict threats,
improve resource allocation, and strengthen national sovereignty.

Table 2 complements this analysis by structurally systematizing the main application
areas of these technologies in Brazil, detailing its technological resources and associated strategic
benefits.

Table 2 — Potential applications of big data and artificial intelligence in Brazil’s national defense

Area Involved technologies Expected benefits

. Early detection of transnational crimes

. Remote sensors (satellites, drones, radars) . . .

Border monitoring L. . . and increased surveillance in hard-to-
+ Al (computer vision, machine learning)

-reach areas

Big data + predictive algorithms (machi- | Preventing and mitigating attacks on
Cybersecurity ne/deep learning) + intrusion detection | critical infrastructure and government
systems networks

Supporting tactical decision-making,
increasing troop protection, and opti-
mizing resource use

Embedded AI + cross-platform integration

Military field operations .
+ real-time analyses

Source: Prepared by the author.

The incorporation of data-driven technologies and Al in national defense expands res-
ponse capacity and redefines the Armed Forces action logic by enabling decisions based on conti-
nuous and integrated intelligence (Brasil, 2024). Thus, Brazilian progress in this area depends on
the construction of a robust technological ecosystem that can sustain large-scale analysis, intero-
perability between systems, and strategic autonomy (Brasil, 2025a).
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4.3 Structural challenges and barriers

Implementing data- and Al-driven technologies in Brazil’s national defense
faces challenges that go beyond the technical dimension, involving institutional limita-
tions, external dependence, and regulatory gaps. These obstacles form a complex bottle-
neck that prevents Brazil’s full transition to a defense based on predictive intelligence
(Brasil, 2025a).

4.3.1 Infrastructure and systemic fragmentation

One of the main obstacles lies in technological infrastructure. Adopting advan-
ced analytical systems requires scalable computing capacity and seamless integration across
heterogeneous platforms. Fragmented systems and limited investments compromise large-
-scale processing, reducing the effectiveness of solutions to support strategic decision making
(Brasil, 2025a).

4.3.2 The digital sovereignty dilemma

Reliance on foreign technologies exposes Brazil to critical vulnerabilities, such as the
risk of improper access to sensitive data or the disruption of essential services in geopolitical cri-
ses. Strategic autonomy requires the development of national capabilities (proprietary software,
hardware, and analytical models). Without local technologies, Brazil remains subject to decisions
by external suppliers, which may show no alignment with the interests of national sovereignty
(Polido, 2024).

4.3.3 Ethics, governance, and human capital

The processing of large data volumes in defense enforces strict compliance with
the Brazilian General Data Protection Law, which requires transparency and algorithmic
accountability. The use of autonomous systems also imposes accountability dilemmas and
redefines the operational limits of automated decisions, requiring clear human oversight
(Brasil, 2018).

The shortage of trained professionals also represents a critical limi-
ting factor. Training specialists who excel in data science and defense doctrine
requires a deep articulation between universities, research centers, and military
institutions for the development of specialized human capital (Araujo; Mendes, 2025).
Table 3 summarizes the found risk matrix and recommendations for mitigating

these gaps.
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Table 3 — Challenges versus possible solutions in Brazil

Analytical category

Found challenge
(hiatuses)

Strategic recommendation
(technical solutions)

Intelligence and situational aware-
ness

Data silos: the fragmentation of in-
formation between the Navy, Army,
and Air Force prevents a holistic
view

Implementation of Joint All-Do-
main Command and Control
Architectures to ensure native inte-
roperability and real-time data flow
between forces

Decisional latency: excess raw data
without edge processing overloads
command centers

Adoption of edge computing and Al
for local processing on drones and
sensors, sending only fine-grained

intelligence to the command

Resilience and sovereignty

Technological dependence (black
box): use of foreign proprietary al-
gorithms limits autonomy and create
vulnerabilities

Promotion of the defense industrial

base, focusing on open-source intelli-

gence and national audit algorithms
to ensure digital sovereignty

Template vulnerability: risks of
adversarial attacks that can “fool”
target recognition Al

Development of robustness testing
and red teaming that are specific to
military AI systems

Governance and integration

Hybrid talent deficit: Shortage of
military personnel with a back-
ground in data science and civilians
with an understanding of defense
doctrine.

Creation of State technological
careers and public-private partner-
ships for the development of Aland
defense centers of excellence

Budget discontinuity: long-term
projects (such as SISFRON) suffer
from contingencies that generate
technical obsolescence

Establishment of armored defense
sector funds and alignment with
the National Artificial Intelligence
Strategy

Source: Prepared by the author.

Mitigating these gaps requires systemic coordination that goes beyond acquiring rea-
dy-made tools, demanding the promotion of internally developed technologies. Ultimately, the
integration of big data and Al in the Brazilian theater of operations no longer constitutes an

option for modernization, becoming an imperative for its strategic survival in data-centric warfare

(Magnuson, 2018).

4.4. Future perspectives

The consolidation of a data-driven national defense depends on Brazil formulating

long-term strategies that articulate disruptive innovation, sovereign autonomy, and institutional

robustness. The creation of national predictive analysis centers emerges as a structuring initiative

in this context (Silva, 2025). These centers of excellence should operate in a triple helix regime (uni-

versities, military institutions, and the private sector), favoring the convergence between applied
research and the immediate operational demands of the theater of operations (Brasil, 2025a).
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Global trends indicate a deep integration between Al and emerging connectivity tech-
nologies. Figure 4 shows the strategic roadmap necessary for this evolution based on the transition
from siloed systems to a highly connected multiplatform architecture.

Figure 4 — Future roadmap of national defense with the integration of big data, artificial intelligence,

and emerging technologies

Source: Prepared by the author.

As illustrated, progress in this domain is directly associated with strengthening natio-
nal capacities in data analysis, Al, and digital infrastructure and with continued investments in
applied research and innovation. This trajectory points to the transition from a reactive model to
alogic of predictive and integrated action.

Another relevant trend refers to furthering explainable AI, which enables greater
transparency in automated decision-making processes (Gunning; Aha, 2019). The adoption of
interpretable models becomes especially critical in military contexts, in which the reliability and
auditability of decisions are fundamental requirements (Wang; Jones, 2017).

Moreover, convergence with technologies such as 5G/6G, the internet of things,
and quantum computing tends to significantly expand the processing capacity, connecti-
vity, and security of defense systems, enabling more agile, distributed, and resilient operations
(Goodfellow ez al., 2016)

4.4.1 Open innovation and technological sovereignty

Strengthening strategic international partnerships can accelerate the development of
these capabilities, as long as they are followed by policies to protect technological sovereignty.
Thus, the articulation between international cooperation and internal development configures
a central axis for the consolidation of a robust and sustainable national defense ecosystem (Brasil,
2025a; Dalbosco; Cortinhas, 2024).
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Technological innovation constitutes a central vector to consolidate these future perspec-
tives, requiring the adoption of emerging technologies and the development of solutions adapted
to the operational specificities of Brazil’s national defense (Assur, 2024). In this context, initiati-
ves that target open innovation, encourage startups', and create environments for experimenta-
tion (such as regulatory sandboxes' and prototyping laboratories) can accelerate the transition
between research and practical application (Assur, 2024). Moreover, stimulating interdisciplinary
research and technology transfer between academia, the productive sector, and military institu-
tions is essential to reduce the gap between scientific development and operational implementa-
tion, strengthening Brazil’s capacity to generate innovative solutions that directly impact national
security and sovereignty.

5. CONCLUSION

The strategic application of data- and Al-driven technologies represents a structural
transformation in the Brazilian national defense logic as it can find threats early and construct
predictive and adaptive capabilities in complex operational scenarios.

From a theoretical-conceptual perspective, the integration of these technologies belongs
to the contemporary paradigm of information warfare and data-driven defense, in which stra-
tegic advantages stem from the ability to transform massive streams of data into real-time
actionable intelligence.

International experiences show that these capabilities configure central elements in con-
temporary defense systems, reinforcing the need for Brazil to further the construction of integra-
ted and autonomous structures. However, analyzing its national context shows that it remains
at an intermediate stage that includes fragmented initiatives, limited systemic integration, and
external technological dependence in critical areas, especially in the cyber domain and strategic
data infrastructure.

Overcoming these limitations requires facing challenges in technological infrastruc-
ture, digital sovereignty, ethical governance, and specialized human resource training. Thus,
creating national predictive analysis centers, advancing explainable artificial intelligence, and
consolidating integrated cyberdefense policies constitute strategic paths to strengthen the Brazi-
lian capacity. Moreover, the articulation between technological innovation, institutional coope-
ration, and internal capacity development will be decisive for the construction of a data-driven
defense ecosystem.

The coordinated implementation of these technologies constitutes a strategic priority
to expand response capacity and ensure decision-making autonomy and competitiveness in the

14 Startups: emerging (usually technology-based) companies that develop innovative solutions under great uncertainty that can accelerate
growth and that focus on creating new products, services, or scalable business models.

15 Sandboxes: controlled test environments to develop and evaluate new technologies, products, or services under the supervision of regu-
latory authorities. Their temporary relaxation of rules enable safe experimentation before large-scale implementation.
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international scenario. However, such advance depends on the consolidation of an integrated
national strategy that can coherently and sustainably coordinate technological, operational, and
institutional dimensions.

Finally, the absence of this movement tends to increase the Brazilian strategic vulnera-
bility in the face of emerging threats, showing that structured investment in data-driven tech-
nologies has become a strategic necessity for national defense rather than an option. Beyond a
technological challenge, this is a structural problem of coordination, integration, and data gover-
nance in national defense.
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